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2 °9l= (Authentication)
ZEAPI 2Fo=3709 9= stz 22

2.1 A5 3

che] 1= I

X-API-Key String F& oA dFR2 API Key
X-Timestamp String ISO 8601 & 2]2] A A| Az} (UTC)
X-Signature String HMAC-SHA256 0 2 Ay AJ sk A
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POST  /api/external/internal-users/bulk ¥ JZ= HAA A} o o] g o
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POST  /api/external/internal-users W 71 AHEAF 1Y ST

71E AHgAFH ol H & A @el2 7]yt o] APIE ©E38H9 7] H ol ¥ 7} 257 A= 4,

3.1.1 23 (Request)

2= Gd @+ 49

users Array Z5 AR} AA wfd
users[] .name String Z4 ARRZ} ol &
users[].phone String A18] AZ}HZF
users[].email String A1 o] d F&

Table 3: € AR 9 &

POST /api/external/internal-users/bulk
Content-Type: application/json
X-API-Key: {YOUR_API_KEY}

X-Timestamp: 2026-01-15T09:30:00.000Z
X-Signature: {HMAC_SHA256_SIGNATURE}

{
"users": [
{
"name": "SHS",
"phone": "010-1234-5678",
"email": "hong@company.com"

"name" : ||I7:!(é:>|§| ||’
"phone": "010-9876-5432",
"email": "kim@company.com"




"success": true,
"message": "2 9| AIEX} H|O|E{7} HEEEUSL|CE. ",

"count": 2

A9 (4xx/5xx):

"success": false,

"message": "QI=0| AlD{SHESL|CE. API KeyE ECISHFAMI.",

"code": "INVALID_API_KEY"

3.2 71¥ &7} (Individual Add)

& Hol B2 FASAA AHS A 198 S FAF o,

3.2.1 23 (Request)

2= o9 ¥+ 49

name String 4 AREAF Ol &
phone String A8 ZA3}HZT
email String A" o]Hd F&

Table 4: 71 =7} 9%

il
[

POST /api/external/internal-users
Content-Type: application/json
X-API-Key: {YOUR_API_KEY}
X-Timestamp: 2026-01-15T09:30:00.000Z
X-Signature: {HMAC_SHA256_SIGNATURE}

{
"name" : ugjal%u’
"phone": "010-1234-5678",
"email": "hong@company.com"

}

3.2.2 &4 (Response)
A3 (201 Created):

"success'": true,
'message": "AFRXI7} FEILEALLIC. ",

"user": {
"name" : u%




"phone": "010—%***-5678",
"email": "ho**Q@company.com"

}
+
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DOMAIN="https://console.cloudturing.com"
PATH="/api/external/internal-users/bulk"

curl -X POST "${DOMAIN}${PATH}" \
'Content-Type: application/json' \
'X-API-Key: {YOUR_API_KEY}' \
'X-Timestamp: {IS0_8601_TIMESTAMP}' \
'X-Signature: {HMAC_SHA256_SIGNATURE}' \
'{

"users": [

"name" : Il%él%ll’
"phone": "010-1234-5678",
"email": "hong@company.com"

"name" : II7E|OOZ‘§| n’
"phone": "010-9876-5432",
"email": "kim@company.com"




5.2 Node.js

const crypto = require('crypto');

const API_KEY = '{YOUR_API_KEY}';

const SECRET_KEY = '{YOUR_SECRET_KEY}';

const DOMAIN = 'https://console.cloudturing.com';
const PATH = '/api/external/internal-users/bulk';
const ENDPOINT = DOMAIN + PATH;

const body = JSON.stringify({
users: [

{
name: 'SLST’,
phone: '010-1234-5678',
email: 'hong@company.com

T

{
name: 'Z3|',
phone: '010-9876-5432',
email: 'kim@company.com'

}
]
B

const timestamp = new Date().toISOString() ;
const signature = crypto.createHmac('sha256', SECRET_KEY)
.update(timestamp + '.' + body).digest('hex');

fetch (ENDPOINT, {
method: 'POST',
headers: {
'Content-Type': 'application/json',
'X-API-Key': API_KEY,
'X-Timestamp': timestamp,
'X-Signature': signature
1,
body
b
.then(res => res.json())
.then(console.log) ;




package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
"fmt"
"net/http"
"strings"
"time"

func main() {
apiKey := "{YOUR_API_KEY}"
secretKey := "{YOUR_SECRET_KEY}"
domain := "https://console.cloudturing.com"
path := "/api/external/internal-users/bulk"
endpoint := domain + path

body := “{
"users": [
{
"name": "SLS",
"phone": "010-1234-5678",
"email": "hong@company.com"

"name" : ";7:!%'—%4 n s
"phone": "010-9876-5432",
"email": "kim@company.com"

timestamp := time.Now() .UTC() .Format (time.RFC3339Nano)
message := timestamp + "." + body

mac := hmac.New(sha256.New, [Ibyte(secretKey))
mac.Write([]byte (message))
signature := hex.EncodeToString(mac.Sum(nil))

req, _ := http.NewRequest("POST", endpoint, strings.NewReader (body))
req.Header.Set ("Content-Type", "application/json")

req.Header.Set ("X-API-Key", apiKey)

req.Header.Set ("X-Timestamp", timestamp)

req.Header.Set ("X-Signature", signature)

resp, _ := http.DefaultClient.Do(req)
defer resp.Body.Close()
fmt .Println(resp.Status)




5.4 Rust

°]=4] (Cargo.toml ):

[dependencies]

hmac = "0.12"

sha2 = "0.10"

hex = "0.4"

chrono = "0.4"

reqwest = { version = "0.11", features = ["json"] }
tokio = { version = "1", features = ["full"] }

use hmac::{Hmac, Mac};

use sha2::Sha256;

use chrono: :Utc;

use reqwest::header: :{HeaderMap, CONTENT_TYPE};

type HmacSha256 = Hmac<Sha256>;

#[tokio: :main]
async fn main() -> Result<(), Box<dyn std::error::Error>> {
let api_key = "{YOUR_API_KEY}";
let secret_key = "{YOUR_SECRET_KEY}";
let domain = "https://console.cloudturing.com";
let path = "/api/external/internal-users/bulk";
let endpoint = format! ("{}{}", domain, path);

let body = r#"{
"users": [

{
"name": "SHS",
"phone": "010-1234-5678",
"email": "hong@company.com"

},

{
"name": "ZI45|",
"phone": "010-9876-5432",
"email": "kim@company.com"

let timestamp = Utc::now().to_rfc3339();
let message = format! ("{}.{}", timestamp, body);

let mut mac = HmacSha256::new_from_slice(secret_key.as_bytes())?;
mac.update (message.as_bytes());
let signature = hex::encode(mac.finalize().into_bytes());

let mut headers = HeaderMap: :new();

headers.insert (CONTENT_TYPE, "application/json".parse()?);
headers.insert ("X-API-Key", api_key.parse()7?);
headers.insert ("X-Timestamp", timestamp.parse()?);
headers.insert ("X-Signature", signature.parse()?);




let res = reqwest::Client::new()
.post (&endpoint) .headers (headers)
.body (body.to_string())
.send() .await?;

println! ("{}", res.text().await?);

0k(O)




5.5 PHP

<?php

$apiKey = '{YOUR_API KEY}';

$secretKey = '{YOUR_SECRET_KEY}';

$domain = 'https://console.cloudturing.com';
$path = '/api/external/internal-users/bulk’;
$endpoint = $domain . $path;

$body = json_encode([
'users' => [
L
'name' => 'SLT',
'phone' => '010-1234-5678',
'email' => 'hong@company.com'

'name' => 'ZI435|',
'phone' => '010-9876-5432',
'email' => 'kim@company.com'

$timestamp = gmdate('Y-m-d\TH:i:s.v\Z');
$message = $timestamp . '.' . $body;
$signature = hash_hmac('sha256', $message, $secretKey);

$ch = curl_init($endpoint);

curl_setopt_array($ch, [
CURLOPT_POST => true,
CURLOPT_POSTFIELDS => $body,
CURLOPT_RETURNTRANSFER => true,
CURLOPT_HTTPHEADER => [

'Content-Type: application/json',
'X-API-Key: ' . $apiKey,
'X-Timestamp: ' . $timestamp,
'X-Signature: ' . $signature

]
D;

$response = curl_exec($ch);
curl_close($ch);
echo $response;




5.6 Python

import hmac, hashlib, json, requests
from datetime import datetime, timezone

API_KEY = '{YOUR_API KEY}'

SECRET_KEY = '{YOUR_SECRET_KEY}'

DOMAIN = 'https://console.cloudturing.com'
PATH = '/api/external/internal-users/bulk'
ENDPOINT = DOMAIN + PATH

body = json.dumps ({
"users": [
{
"name": "SZHS",
"phone": "010-1234-5678",
"email": "hong@company.com"

"name" : "I7:I?::>‘§| u’
"phone": "010-9876-5432",
"email": "kim@company.com"

timestamp = datetime.now(timezone.utc).isoformat()
message = f"{timestamp}.{bodyl}"
signature = hmac.new(

SECRET_KEY.encode() , message.encode(), hashlib.sha256
) .hexdigest ()

response = requests.post(ENDPOINT, headers={
"Content-Type": "application/json",
"X-API-Key": API_KEY,
"X-Timestamp": timestamp,
"X-Signature": signature

}, data=body)

print(response.json())




5.7 Java

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import java.net.http.x;

import java.time.Instant;

public class ApiClient {
private static String bytesToHex(byte[] bytes) {
StringBuilder sb = new StringBuilder();
for (byte b : bytes)
sb.append(String.format ("%02x", b));
return sb.toString();

}

public static void main(String[] args) throws Exception {
String apiKey = "{YOUR_API_KEY}";
String secretKey = "{YOUR_SECRET_KEY}";
String domain = "https://console.cloudturing.com";
String path = "/api/external/internal-users/bulk";
String endpoint = domain + path;

String body = """
{
"users": [
{
"name": "SHS",
"phone": "010-1234-5678",
"email": "hong@company.com"

"Zgsl,
"010-9876-5432",
"kim@company.com"

]
}Il Illl;

String timestamp = Instant.now().toString();
String message = timestamp + "." + body;

Mac mac = Mac.getInstance("HmacSHA256") ;

mac.init(new SecretKeySpec(
secretKey.getBytes(), "HmacSHA256")) ;

String signature = bytesToHex(
mac.doFinal (message.getBytes()));

HttpRequest request = HttpRequest.newBuilder()
.uri(URI.create(endpoint))
.header ("Content-Type", "application/json")
.header ("X-API-Key", apiKey)
.header ("X-Timestamp", timestamp)
.header ("X-Signature", signature)
.POST (HttpRequest.BodyPublishers.ofString(body))
.build () ;

HttpResponse<String> response =




HttpClient.newHttpClient () .send(
request,
HttpResponse.BodyHandlers.ofString ()

i

System.out.println(response.body()) ;




require 'net/http'
require 'json'
require 'openssl'
require 'time'

api_key = '{YOUR_API_KEY}'

secret_key = '{YOUR_SECRET_KEY}'

domain = 'https://console.cloudturing.com'
path = '/api/external/internal-users/bulk'
endpoint = domain + path

body = {
users: [
{
name: 'SLST',
phone: '010-1234-5678',
email: 'hong@company.com'

>

¥
{

name: 'ZA3J|[',
phone: '010-9876-5432',
email: 'kim@company.com'
b
]

}.to_json

timestamp = Time.now.utc.iso8601(3)

message = "#{timestamp}.#{bodyl}"

signature = OpenSSL::HMAC.hexdigest(
'SHA256', secret_key, message

)

uri = URI(endpoint)
http = Net::HTTP.new(uri.host, uri.port)
http.use_ssl = true

req = Net::HTTP: :Post.new(uri)
req['Content-Type'] = 'application/json'
req['X-API-Key'] = api_key
req['X-Timestamp'] = timestamp
req['X-Signature'] = signature

req.body = body

res = http.request(req)
puts res.body




5.9 C#

using System.Security.Cryptography;
using System.Text;

var apiKey = "{YOUR_API_KEY}";

var secretKey = "{YOUR_SECRET_KEY}";

var domain = "https://console.cloudturing.com";
var path = "/api/external/internal-users/bulk";
var endpoint = domain + path;

bOdy = nnn
"users": [

"name" : u%él%n’
"phone": "010-1234-5678",
"email": "hong@company.com"

e
"010-9876-5432",
"kim@company.com"

b
]
}llllll;

var timestamp = DateTime.UtcNow.ToString("o");
var message = $"{timestampl}.{body}";
using var hmac = new HMACSHA256 (
Encoding.UTF8.GetBytes (secretKey)) ;
var signature = Convert.ToHexString(
hmac . ComputeHash (Encoding.UTF8.GetBytes (message))
) .ToLower () ;

using var client = new HttpClient();
var request = new HttpRequestMessage(
HttpMethod.Post, endpoint);
request.Content = new StringContent (
body, Encoding.UTF8, "application/json");
request.Headers.Add ("X-API-Key", apiKey);
request.Headers.Add ("X-Timestamp", timestamp) ;
request.Headers.Add ("X-Signature", signature);

var response = await client.SendAsync(request);
Console.WriteLine(
await response.Content.ReadAsStringAsync());
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